
�����������

����������������

�������������������
�������������
��	����
+3/&,)($',&#6,$55#2$6*$&)$541&23"$(60$6,&
'2$6*#$1&1,'%&')$'.&3!&$"35"#62&*% $(&,)($',1&'6.&
4(3,$*,&*(#,#*'5&#6!('1,(-*,-($



�� �
�	���
���������

��
(&��"�� ������!���(&�����(��"�
��������'���

�������

�) @&��������3��0����(��:1��������?�-��(&�����

3���??����	�6

WVURKSQVNPRMLIGEFVKFIDVPTGLHUTULPRTQLUITPQRUEOFLPRKPMCTJ

WCFLWCVFUTLBRTFOOPMFRIFLAPSFIGIOF

�X @&��:1���(3����3��e��`��?��d����������]���

"�
�������

BRTVQHDIPRML��FR�W�

}CGL��FR�WBL��LPKLDRP�DFOGL�QKPTPQRFHLURHLTCFLHFLSUITQLMOQEUOLKTURHUVHLSQVL

�Q�FVRNFRTKLURHLvFSFRKFLKFITQVJ

�uTFRHLTCFLFIQKGKTFN

�� ¨�?�����¥����������	�d�������&�1�

}PTCL�Q�FVRNFRTKÀLBRTFOOPMFRIFL·MFRIPFKÀLAU°L�RSQVIFNFRTÀLURHLvFSFRK¸

}PTCLBRHDKTVGL«LªTURHUVHKL�VMURP©UTPQRK

�Ê :1���(3������1���������������1?�������:1�����

�Ì �����à�&����à���!���Ó���?���	��Þ��&�:1���(3���

é
å
è
è
ç
æä



02 Filigran White Paper | Operationalizing Threat Intelligence for National SecurityE
x
e

c
u

ti
v
e
 s

u
m

m
a
ry Harden their defenses with real-time, actionable 

intelligence

Reduce Mean Time to Detect and Mean Time to Respond to 

cyber threats

Photo by Erol Ahmed on Unsplash

https://unsplash.com/@erol?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/beige-and-gray-concrete-building-3aQ4wHQ7YHI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Prevent financial losses and operational disruptions

Automate intelligence correlation to uncover state-sponsored attack patterns

EFFECTIVELY SHARE THREAT INTELLIGENCE AT SCALE AND AT SPEED



The Growing Cyber Threat To 
Government And Defense
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Feedback

Dissemination Planning

Analysis Collection

Processing

OpenCTI

Cyber Threat 

Intelligence Cycle

The Threat Intelligence Lifecycle

What Does It Mean To 
Operationalize Threat Intelligence?

Transforming cybersecurity data into 
actionable insights
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1.Direction and Planning

�� Collection and Compilation  

*� Processing

9� Analysis and Review

H� Dissemination and Sharing

a� Feedback & Continuous 

Improvement
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Why OpenCTI EE Is Uniquely 
Positioned For Government

Introducing OpenCTI
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OpenCTI Enterprise Edition unique features

mini Use case

Automated threat 

sharing for national 

CERTs

OpenCTI EE allows 

organizations to solve 

the following problems
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OpenCTI EE assists 

organizations to 

achieve the following 

outcomes

Multiple Classification Schemes in Parallel

mini Use case

Leverage intel to fight 

against cyber crimes

Why OpenCTI EE is uniquely positioned and 
the de facto global standard for 
Governments and Defense sectors
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Delegating user management to sub-

organizations on the platform

Model channels and entities relating to FIMI

Customizable Retention Policy

mini Use case

Manage classified 

information

mini Use case

Share knowledge with 

selected partners

https://filigran.io/how-opencti-helps-to-fight-disinformation-and-foreign-interferences/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
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Extend the ecosystem



With Industry & Standards Organizations

OASIS Open – Cyber Threat Intelligence

Read more

OASIS Open – DAD-CDM

Read more

Filigran’s Strategic Partnerships

With Governments, Intelligence Agencies, 
Law Enforcement, and Defense

Federal Bureau of Investigations

Read more

European Union (EEAS)

Read more
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https://www.oasis-open.org/2023/10/10/filigran-joins-oasis-open/
https://www.oasis-open.org/2023/11/16/oasis-defending-against-disinformation-dad-cdm/
https://filigran.io/imposing-consequences-on-cyber-adversaries/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://www.eeas.europa.eu/sites/default/files/documents/2023/EEAS-DataTeam-ThreatReport-2023..pdf
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Strengthening Cyber Resilience 
with OpenCTI EE

Take the next step today. Contact Filigran for a consultation,  of OpenCTI EE, or explore additional 

resources below to see how intelligence-driven cybersecurity can transform your defense strategy.

request a demo

Additional resources

High Level Indicators

All KPIs related to knowledge about the transport industry in this OpenCTI platform.

Active Threats

All threats targeting the Transport industry with associated malware.

Search the platform...

MONITORING - Finance sector Relative time Start date End date

Reports about Finance

674 15 (24 hours)

threat actors & intrus...

262  0 (24 hours)

Top threats targeting Finance

DeathStalker

Jade Street

Kim sky

GRU

Marceds

Jang Lizhi

FIN7

APT28

RA Group

Halsa

TA423 AP140

0 5 10 15

Top techniques used by threat...

[T1566] Phishing
[T1140]...

[T1059.001] Command...

[T1027] Obfuscated...

[T1566.001]...

[T1437.001] Web...[T1083] File and...

[T1036] Masquerading

[T1547] Boot or...

[T1055] Process...

[T1057] Process...

Top malware used by threat...

24.4%

17.6%

10.7%
10.2%

8.1%

6.8%

6.5%

6.3%

4.9%
4.5%

Beacon Mirai Android Trojan RAT

Mozi APT29 Emotet Linux

Qakbot

Threats targeting finance by...

Europe

Asia

W. Europe

E. Asia

America

Target for finance sectors

Financial org.

Market infrastructure
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Top countries targeted by threats targeting finance

Future-proof your 
cybersecurity

Investing in OpenCTI Enterprise Edition is not just an 

upgrade in technology—it’s a strategic move to 

future-proof your organization and simplify the 

complexities of modern cybersecurity.

Get started today

https://www.linkedin.com/company/filigran
https://filigran-community.slack.com/ssb/redirect
https://x.com/FiligranHQ
mailto:contact@filigran.io
https://filigran.io/book-a-demo/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/offerings/opencti-enterprise-edition/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/use-cases/intelligence-driven-soc/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/use-cases/threat-monitoring-hunting/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/use-cases/intelligence-driven-defense-against-disinformation/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/use-cases/intelligence-led-breach-attack-simulation/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025
https://filigran.io/offerings/opencti-enterprise-edition/?utm_source=white+paper&utm_medium=pdf&utm_id=gov+white+paper+2025

